DEPARTMENT OF THE NAVY
Oftice of the Chief of Naval Operations
Washington, DC 20350-2000

OPNAV INSTRUCTION 5510.161

From: Chief of Naval Operations
To: All Ships and Stations

Subj:  WITHHOLDING OF UNCLASSIFIED TECH-
: NICAL DATA FROM PUBLIC DISCLOSURE
Ref: (a) DOD Directive 5230.25 of 6 Nov 84
{NOTAL)}
{b) Executive Order 12470 (NOTAL)
(c) Public Law 90-629, ““Arms Export Contro!
Act'’ as amended (22 U.S.C. Section 275
et seq.) (NOTAL)
(d) SECNAVINST 5720.42C
{e) OPNAVINST 5510.1G
{f) Militarily Critizal Technologies List of
Oct 84 (NOTAL)
{g) SECNAVINST 5720.44

Encl: (1) Extract from the Export Administration

Regulation (EAR)

{2} Extract from the International Traffic In
Arms Regulation {ITAR)

(3) Definitions '

(4) Sample Denial Letter for FOIA Requests

(5) Information Sheet on Qualified U.S. Con-
tractors

(6) DD Form 2345

(7} Sample Denial Letter to Qualified U.S.
Contractors - (Requests Unrelated to Certifi-
cation)

{8) Notice to Accompany the Dissemination of
Export Controlled Technical Data

{9) Sample Denia! Letter to Qualified U.S. Con-
tractors - (Requests Unrelated to DOD
Support)

(10) Sample Denia! Letter to persons not Qualified

U.S. Contractors

1. Purpose. To implement reference (a) within the Depart-
ment of the Navy (DON), to assign responsibilities, pre-
scribe procedures and issue policy concerning the control
of unclassified technical data by the DON.

2. Applicability and Scope. This instruction:

a. Applies to all unclassified technical data that disclose
critical technology with military or space application in
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the possession of or under the contro} of the DON which
may not be exported lawfully without an approval, author-
ization or license under references (b) or (c).

b. Does not introduce any additional controls on the
dissemination of technical data by private enterprises or
individuals beyond those specified by export control laws
and regulations or in contracts or other mutual agree.
ments, including certifications made pursuant to para-
graph 4c. Accordingly, the mere fact that the DON ay
possess such data does not in itself provide a basis for
control of these data pursuant to this instruction.

c. Does not introduce any controls on the dissemina-
tion of scientific, educational or other data that qualify
for General License GTDA under export control law.
Enclosures (1) and (2) are pertinent extracts from these
laws; General License GTDA is defined in enclosure (1).

d. Does not alter the DON’s responsibility to protect
proprietary data of a private party in which the DON or
the Department of Defense has “limited rights” or
“restricted rights™ (see enclosure (3), Definitions) or which
are authorized to be withheld from public disclosure
under the Freedpm of Information Act, reference (d).

e. Does not pertain to or affect the release of technical
data by the DON to foreign governments, international
organizations or their respective representatives or con-
tractors, pursuant to official agreements or formal arrange-
ments with the U.S. Government or pursuant to U.S.
Government-licensed transactions involving these entities
or individuals.

f. Does not apply to classified technical data. After
declassification, however, dissemination of such data that
are within the scope of paragraph 2a is governed by this
instruction. Reference (e) prescribes policy and procedures
for the protection of classified information. including
classified technical data.

3. Definitions. Terms used in this instruction are defined
in enclosure (3).

4, Policy

a. The DON may, pursuant to reference (a), withhold
from public disclosure, notwithstanding any other pro-
visions of law, any technical data that disclose critical
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technology with military or space application in the
possession of or under the control of the DON, if such
data may not be exported lawfully without an approval,
authorization or license under reference (c). Regulations
issued under Executive Order or export control law (see
enclosures (1) and (2)) may, in certain cases, authorize
the export of technical data pursuant to a general un-
restricted license or exemption. In these cases, the tech-
nical data covered by license or exemption may not be
withheld.

b. Because public disclosure of technical data subject
to this instruction is equivalent to providing uncontrolled
foreign access, withholding these data from public dis-
closure, unless approved, authorized or licensed in ac-
cordance with export control law, is necessary and in the
national interest. Unclassified technical data that are not
governed by this instruction, unless otherwise restricted,
shall continue to be made available to the public as well
as to state and local governments.

c. Notwithstanding the authority provided in para-
graph 4a, it is DON policy to provide technical data
governed by this instruction to individuals and enterprises
that are determined to be qualified U.S. contractors (see
enclosure (3), Definitions), when the data are requested
for a Jegitimate business purpose for which the contractor
is certified by the Defense Logistics Services Center
(DLSC), Battle Creek, Michigan. These certifications are
valid for a period of 5 years. When the data are requested
for a purpose other than to permit the requester to bid or

perform on a contract with the DON, or other U.S. Govern-

ment agency, and its release for purposes other than direct
support of DON or other DOD activities may jeopardize
an important U.S. technological or operational advantage,
the data shall he withheld. Normallv. this restriction will
apply only in the case of Naval Nuclear Propuision Intor-
mation (NNPI) (as defined in reference (e)), polymer
hydrophones/arrays related to submarine technology/
design and to structural acoustic applications to submarine
design. Commands desiring to have other classes of infor-
mation included in this restriction against release may
request approval from CNO (Op-009P). Requests must
include a detailed justification and to be considered
favorably, the technical data covered should provide a
significant military capability and its development for
commercial purposes would jeopardize the military
advantage it provides. In the case of requests Yor large
numbers of documents or extensive compilations of data
which would 1ax a command’s ability to replv in a timely
fashion, the command concerned shall develop with the
requester a mutually satisfactony delivery scheduic. if

agreement cannot be reached, the matter shall be referred
to CNO (Op-009P).

d. This instruction may not be used by DON commands
as authority to deny access to technical data to the Con-
gress, or to any Federal, State or local governmentai agency
that requires the data for regulatory or other official
governmental purposes. Any such dissemination will include
a stateinent that the technical data are controlled by the
DON in accordance with this instruction,

e. The authority provided here may not be used to
withhold from public disclosure unclassified information
regarding DON operations. policies, activities or programs,
including the costs and evaluations of performance and
reliability of military and space equipment. When infor-
mation of this kind contains technical data subject to this
instruction, the technical data shall be excised prior to
any public disclosure.

f. This instruction may not be used as a basis for the
release of “'limited rights” or *‘restricted rights” data as
defined in enclosure (3), or that authorized to be withheld
from public disclosure under the Freedom of Information
Act (FOIA), implemented in the DON by reference (d).

g. This instruction may not be used to provide pro-
tection for technical data that should be classified in ac-
cordance with reference (e).

h. This instruction provides authority to cite **S US.C.
Section 552(b)(3)" (FOIA) as the basis for denials under
the FOIA (see reference (d)) of technical data determined
to be subject to the provisions of this instruction. See
enclosure (4) for a sample denial letter for requests made
under the FOIA.

5. Procedures

a. Requests for technical data shall be processed in
accordance with chapter 12 of reference (e). FOIA re-
quests for technical data subject to this instruction shall
be handled in accordance with reference (d). FOIA re-
quests for technical data determined to be subject to the
withholding authority effected by this instruction shall
be denied nunder 5§ U.S.C. Section $52(b)(3). and the
requester shall be referred to the provisions of this instruc-
tion permitting access by qualified U.S. contractors, En-
closure (4) i< a sampic denial letter for requests for un-
classified technical data under the FOIA. Enclosure (5)
is ¢ sample intormation sheet pertainmg te qualified U.S.
contractars which shal! be furnished cach requester with
feiters of deniar.



b. Upon receipt of 2 request for technical data in the
possession of or under the control of the DON, the con-
trolling Navy or Marine Corps command (see enclosure (3),
Definitions) shall determine whether the data are governed
by this instruction. This determination shall be based on
the following: :

(1) The command’s findings that the data would
require an approval, suthorization or license for export
under references (b) or (c), and that the data may not be
exported pursuant to a general, unrestricted license (see
enclosure (1)) or exemption (see enclosure (2)). Com-
mands may, in cases where such determinations cannot
readily be made locally, request guidance on specific cases
from CNO (Op-009P). It is not intended, however, that
all requests be referred routinely to CNO for decision.

{2) The command’s judgment that the technical
data under consideration disclose critical technology with
military or space application. For purposes of making
these determinations, the Militarily Critical Technologies
List (MCTL), reference (f), shall be used as general guid-
ance. The controlling DON command may request assist-
ance in making these determinations from the Office of
the Under Secretary of Defense for Research and
Engineering (OUSDR&E) via CNO (Op-009P).

¢. Requests from foreign governments, organizations
or individuals for technical data shall be referred to CNO

(0p62).

d. The controlling command shall ensure that technical
data determined to be governed by this instruction are
marked in accordance with chapter 12 of reference (e).
All technical documents determined to be subject to the
withholding provisions of this instruction will be marked
with an export wamning notice as follows: “WARNING.
This document contains technical data whose export is
restricted by the Arms Export Control Act (Title 22,
US.C. Section 2751 et seq.) or Executive Order 12470.
Violations of these export laws are subject to severe
criminal penalties.”

¢. A controlling command shall release technical data
governed by this instruction only to a qualified U.S. con-
tractor, as evidenced by the contractor’s submission of a .
completed DD 2345, enclosure (6), with each request for
unclassified technical data subject to this instruction. The
certification process has been established to assist the
controlling Navy or Marine Corps command (see enclo-
sure (3), Definitions) in determining as efficiently as
possible whether the requester should receive the technical
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data requested. A certified requester is not automatically
qualified to receive all DON export controlled information.
The controlling command must ensure that the “qualified
contractor” is qualified to receive the particular type of
information requested. Command release authority may

be exercised unless one of the following apply:

{1) The qualification of the U.S. contractor con-
cerned has been revoked temporarily in accordance with

paragraph 5i; or

(2) The requested data are judged to be unrelated
to the purpose for which the qualified U.S. contractor is
certified. When release of technical data is denied in ac-
cordance with this paragraph, the controlling command
shall inform the U.S. contractor of the reasons for the
denial, i.e., the requested data are deemed to be unrelated
to the U.S. contractor’s certification. The letter of denial.
enclosure (7), is a sample of such a letter and shall advise
the U.S. contractor that application can be made to the
DLSC for a new certification and request additional in-
formation which would describe intended use of the
requested data; or

(3) The technical data are being requested for a
purpose other than to permit the requester to bid or
perform on a contract with the DON or other U.S. Govern-
ment agency. In these cases, the controlling command
shall withhold the data if it has been determined by the
originating command (see enclosure (3), Definitions) that
the significance of the data for military purposes precludes
its release for purposes other than direct support of DON
approved activities, because release could jeopardize an
important technical or operational military advantage of
the United States (normally applicable only to NNPI,
polymer hydrophones/arrays and structural acoustic appli-
cations to submarine design); or

(4) There is reason to question the validity of the
U.S. contractor's qualification, in which case the Chief
of Naval Operations (Op-009P) is to be notified immedi-
ately. Reasons for casting doubt upon the validity of a
U.S. contractor’s qualification could be, but are not limited
to, a certification date of more than § years from date of
issue; an apparent alteration of the submitted DD 2345;
the use of type faces, numbers, titles or other detail which
appear different from those previously observed on other
DD 2345; or the use of foreign addresses or firms as
proposed recipients of controlled data.

{. Any release to qualified U.S. contractors of technical
data controlled by this instruction shall be accompanied by
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a notice to the recipient as set forth in enclosure (8). Docu-
ments being mailed to a qualified U.S. contractor shall be
sent to the address shown for the data recipient in block 3
of the DD 2345 regardless of any request for mailing to a
different address. Commands shall deny requests from
qualified U.S. contractors that specify the data be sent to
an address outside the United States.

g. Commands will deny all non-FOIA requests for un-
classified technical data covered by this instruction which
are not accompanied by a completed DD Form 2345,
Commands may confirm, when necessary, a requester’s
qualification as a U.S. contractor by:

{1) Contacting the DLSC at Autovon 369-9288/89
or FTS 372.9288/89 or commercial (616) 9626511, ex-
tension 9288, to ensure that the requester is listed by the
DLSC as a qualified U.S. contractor; and

(2) Reviewing the listing published by CNO (Op-
009P) of revocations and suspensions of U.S. contractors’
qualifications to ensure that requesters have not been
debarred from receiving such data.

h. If a request is denied because of use of an invalid
DD 2345, the matter shall be reported immediately to
CNO (Op-009P). Reports will contain, as a minimum, the
date of the request, the name and affiliation of the re-
quester, a copy of the DD 2345 and an explanation as to
why the form was deemed to be invalid.

i. Commands becoming aware of credible and sufficient
information that a qualified U.S. contractor has (1) vio-
lated U.S. export control law, (2) violated its certification,
(3) made an application for certification in bad faith or
(4) made an omission or misstatement of material fact will
report this information to CNO (Op-009P). CNO (Op-
009P) will, in coordination with the General Counsel of the
Navy and the Judge Advocate General of the Navy, revoke
temporarily the U.S. contractor’s qualification. Revocations
having the potential for compromising a U.S. Government
investigation may be delayed. Immediately upon a con-
tractor’s revocation, CNO (Op-009P) shall notify the
contractor, the OUSDR&E and all DON commands on
distribution for receipt of contractor qualification revoca-
tions or suspensions. The contractor concerned shall be
given an opportunity to respond in writing to the informa-
tion upon which the temporary revocation is based before
being disqualified. Any U.S. contractor whose qualifica-
tion has been revoked temporarily may be reinstated by
CNO (Op-009P) upon presentation of sufficient informa-

S

tion showing that the basis for the revocation was in error
or has been remedied.

j. When the basis for a contractor’s temporary revoca-
tion cannot be removed within 20 working days, CNO
(Op-009P) shall recommend to the OUSDRAE that the
contractor be disqualified.

k. Charges for copying, certifying and searching
records provided to requesters shall be levied in accord-
ance with charges suthorized by the NAVCOMPT Manual,
paragraph 035887, Normally, only one copy of the same
record or document will be provided to each requester.

2. Technical documents marked with distribution
limitation statements (see Exhibit 12B of reference (¢))
which require originator approval prior to release may not
be released without such approval. In these cases, a re-
quester may be advised that his request requires originator
approval and that the approval has been requested. In these
cases controlling commands will request the approval of
the originating command prior to release of the requested
information. Originating commands shall approve release
of their controlled information if assured by the con-
trolling command that the requester is a qualified US.
contractor, unless the request should be denied for the
reasons permitted in paragraph Se. Unclassified technical
data pertaining to naval nuclear propulsion matters re-
quires CNO (OP-OON) approval prior to its release by any
controlling command. Unclassified technical data per-
taining to submarine matters or operations requires CNO
(Op-02) approval prior to its release by any controlling
command. Requests for technical data requiring release
approval by other DOD or Government agencies shall be
referred to those agencies.

m. Unless advised to the contrary, qualified U.S. con-
tractors who receive technical data governed by this in-
struction may disseminate the data for purposes consistent
with their certifications without the prior permission of
the controlling Navy command. Qualified U.S. contractors
may also disseminate such data without prior permission to:

{1) Any foreign recipient for which the dats are
approved, authorized or licensed under references (b)
or(c);

{2) Another qualified U.S. contractor, as defined in
enclosure (3), including existing or potential subcon-
tractors, but only within the scope of the certified legiti-
mate business purpose of the recipient;



{3) The Departments of State and Commerce, for
purposes of applying for appropriate approvals, authoriza-
tions or licenses for export under references (b) or (¢).
Any such application shall include a statement that the
technical data for which approval, authorization or license
is sought are controlled by the Department of the Navy
in accordance with this instruction;

(4) Congress or to any Federal, State or local govern-
mental agency for regulatory purposes, or otherwise as
may be required by law or court order. Disseminations
shall include a statement that the technical data are con-
trolled by the DON in accordance with this instruction.

n. A qualified U.S. contractor desiring to disseminate
technical data subject to this instruction in 2 manner not
permitted expressly by the terms of this instruction shall
seek authority to do so from the controlling DON com-
mand. A command receiving such request from a qualified
U.S. contractor shall refer the request to the command or
office which originated the information. If the originator
cannot be ascertained, the request shall be referred to
CNO (Op-009P). Unauthorized redissemination of technical
data subject to this instruction by a qualified U.S. con-
tractor can take place by the publishing of articles in open
literature, in advertising or in promotional materials, in
conducting educational and training courses, and by
similar means where persons or entities not authorized by
this instruction to have access to the technical data can
obtain access.

o. Any requester denied technical data or any qualified
U.S. contractor denied permission to re-disseminate tech-
nical data pursuant to this instruction shall be provided a
written statement of reasons for that action within 15 days
of such denial and advised of the right to make a written
appeal to CNO (Op-009P). Appeals of denials made under
FOIA shall be handled in accordance with procedures
established by reference (d). Other appeals shall be
- processed as directed by CNO (Op-009P). Enclosure (9) is
a sample letter of denial to qualified U.S, contractors. En-
closure (10) is 2 sample denial letter used for denials to
requesters who are not qualified U.S. contractors.

p. Denials for other than FOIA requests shall cite ““10
U.S.C. Section 140c as implemented by DOD Directive
§230.25 of 6 Nov 1984” (NOTAL). FOIA denials shall
cite *S U.S.C. Section 552(b) (3),” reference (d). Denial
letters shall be modelled after the formats set out in
enclosures (4), (7), (9) and (10).
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q. Requests for technical data from foreign individuals
or entities shall be forwarded to CNO (Op-62).

r. When disclosure of export-controlled technical data
is necessary to a procurement, the command concerned
must ensure that all who receive the data are qualified
U.S. contractors. Information for Bids and Requests for
Proposals may include notification that only contractors
certified under DOD procedures, reference (a), may receive
export-controlled technical data from the DON. Such
notification, if used, shall include information about the
qualified U.S. contractor program, enclosure (5).

6. Responsibilities
a. Under the Chief of Naval Operations:

(1) The Director, Security Policy Division (0p009P)
is responsible for the implementation of this instruction
and shall:

{a) Administer and monitor compliance with
this instruction. ‘

(b) Receive and disseminate notifications of
temporary revocation in accordance with paragraph 5i.

{c) Receive recommendations from DON com-
mands for contractor disqualification and notify the
OUSDR&E pursuant to paragraph Si.

{d) In coordination with the OASNRE&S and
the Director, Research Development, Test and Evaluation
(Op-098), issue guidance which identifies the technical
data subject to this instruction.

(2) The Director, Technology Transfer Policy and
Control Division (Op-62) is responsible for the release of
technical data covered by this instruction to foreign persons
or entities, except for that data covered in subparagraph
Sm(1).

b. Commanding officers are responsible for ensuring
that technical data subject to this instruction in their
possession or under their control are handled in accord-
ance with this instruction.

¢. Persons in the naval establishment who have or
have had access to technical data covered by this instruc-
tion are responsible for the safeguarding and control of
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the data in accordance with this instruction. Naval per-
sonnel, military and civilian, may not publicly disclose
such data without formal command approval. Sec refer-
ence (g).

d. The Judge Advocate General and the General Counsel,
as appropriate, are responsible for ensuring the proce-
dural sufficiency and substantive lawfulness of U.S. con-
tractor certification revocations. The Gencral Counsel is
responsible for providing legal review of FOLA request
denials when requested.

7. Report. The report required by paragraph S is assigned
report control symbol OPNAV 5510-23 and is approved for
3 years only from the date of this directive.

8. Form. DD 2345 (Rev Dec 85), S/N 0102-LF-002-3450,
may be obtained through normal Navy supply channels in
accordance with NAVSUP P-2002.

RONALD J. HAYS
Vice Chief of Naval Operations

Distribution:
SNDL Parts 1 and 2
MARCORPS Code DS

Commander

Naval Data Automation Command (Code 172)
Washington Navy Yard

Washington, D.C. 20374-1662 {200 copies)

Stocked:

CO, NAVPUBFORMCEN

5801 Tabor Avenue

Philadelphia, PA 19120-5099 (500 copies)

—
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EXTRACT FROM THE EXPORT ADMINISTRATION REGULATION (EAR)

The following pertinent section of the EAR is provided for the guidance of DON
personnel in determining the releasability of technical data under the authority of this
instruction.

Export Administration Regulations Section 379.3

"General License GTDA: Technical Data Available to
All Destinations

A General License designated GTDA is hereby established authorizing the export to all
destinations of technical data described in 379.3(a), (b), or (c), below:

"(a) Data Generally Available

"Data that have been made generally available to the public in any form,
including -

"(1) Data released orally or visually at open conferences, lectures, trade shows, or
other media open to the public; and

"(2) Publications that may be purchased without restrictions at a nominal cost, or
obtained without costs, or are readily available at libraries open to the public.

"The term 'nominal cost' as used in 379.3(a) (2), above, is intended to reflect realistically
only the cost of preparing and distributing the publication and not the intrinsic value of
the technical data. If the cost is such as to prevent the technical data from being
generally available to the public, General License GTDA would not be applicable.

"(b) Scientific or Educational Data

"(1) Dissemination of information not directly and significantly related to design,
production, or utilization in industrial processes, inecluding such dissemination by
correspondence, attendance at, or participation in, meetings; or

"(2) Instruction in academic institutions and academic laboratories, excluding
information that involves research under contract related directly and significantly to
design, production, or utilization in industrial processes.

"(e¢) Patent Applications

"Data contained in a patent application, prepared wholly from foreign-origin technical
data where such application is being sent to the foreign inventor to be executed and
returned to the United States for subsequent filing in the U.S. Patent and Trademark
Office. (No validated export license from the Office of Export Administration is
required for data contained in a patent application, or an amendment, modification,
supplement, or division thereof for filing in a foreign country in accordance with the
regulations of the Patent and Trademark Office 37 CFR Part 5.")

Enclosure (1)
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EXTRACT FROM THfi INTERNATIONAL TRAFFIC IN ARMS
REGULATION zITAR) .

The following pertinent section of the ITAR is provided for the guidance of DON
personnel in determining the releasability of technical data under the authority of this

instruction.
International Traffic in Arms Regulations Part 125
General Exemption »

"(a) Except as provided in 126.1° distriet directors of customs and postal authorities
are authorized to permit the export without a license of unclassified technical data as
follows: ’

"(1) If it is in published4 form and subject to public dissemination by being:
"(i) Sold at newsstands and bookstores;

"(ii) Available by subscription or purchase without restrictions to any
person or available without cost to any person;

"(iii) Granted second class mailing privileges by the U.S. Government;

"(iv) Freely available at public libraries.

™(2) If it has been approved for public release by any US. Government
department or agency having authority to classify information or material under
Executive Order (12356), as amended, and other applicable Executive Orders, and does
not disclose the details of design, production, or manufacture of any arms, ammunition,
or implements of war on the U.S. Munitions List.

"(3) If the export is in furtherance of a manufacturing license or technical

assist-ance agreement approved by the Department of State in accordance with Part 124
[ L 1] .

of this subchapter.

"(4) If the export is in furtherance of a contract with an agency of the U.S.
Government or a contract between an agency of the US. Government and foreign
persons, provided the contract calls for the export of relevant unclassified technical
data, and such data are being exported only by the prime contractor. Such data shall not
disclose the details of development, engineering, design, production, or manufacture of
any arms, ammunition, or implements of war on the U.S. Munitions List. (This exemption
does not permit the prime contractor to enter into subsidiary technical assistance or
manufacturing license agreements, or any arrangement which calls for the exportation of
technical data without compliance with Part 124 of this subchapter.)

n(s) If it relates to firearms not in excess of caliber .50 and ammunition for

such weapons, except technical data containing advanced designs, processes, and
manufacturing techniques.

Enclosure (2)



OPNV}MS&g 510.161

"(6) If it consists of technical data, other than design, development, or
production information relating to equipment, the export of which has been previously
authorized to the same recipient.

"(7) If it consists of operations, maintenance and training manuals, and gids
relating to equipment, the export of which has been authorized to the same recipient.”.

"(8) If it consists of additional copies of technical data previously approved for
export to the same recipient; or if it consists of revised copies of technical data,
provided it pertains to the identical Munitions List article, and the revisions are solely
editorial and do not add to the content of technology previously approved for export to
the same recipient.

"(9) If it consists solely of technical data being reexported to the original
source of import.

"(10) If the export is by the prime contractor in direct support and within the
technical and/or product limitations of a 'US. Government approved project' and the
prime contractor so certifies. The Office of Munitions Control, Department of State,
will verify, upon request, those projects which are 'US. Government approved,’ and
accord an exemption to the applicant who Gapplies for such verification and exemption,
where appropriate, under this subparagraph.

"(11) If the export is solely for the use of American citizen employees of U.S.
firms prov1ded the US. firm certifies its overseas employee is a8 US. citizen and has a
'need to know.'

™(12) If the export is directly related to classified information, the export of
which has been previously authorized to the same recipient, and does not disclose the
details of design, production, or manufacture of any arms, ammunition, or implements of
war on the U.S. Munitions List. .

"(b) Plant visits. Except as restricted by the provisions of 126.1° of this
subchapter:

(1) No license shall be required for the oral and visual disclosure of
unclassified technical data during the course of a plant visit by foreign nationals provided
the data (are) disclosed in connection with a classified plant visit or the visit has the
approval of a US. Government agency having authority for the classification of
information or material under Executive Order (12356), as amended, and other applicable
Executive Orders, and the requirements of section V, paragraph (41(d)) of the Industrial
Security Manual are met. (See Section II, paragraph 3-103d, of the DOD Industrial
Security Regulation (DOD 5220.22-R) of 22 May 1984 which is equlvalent to the citation
from the Defense Industrial Security Manual).

"(2) No license shall be required for the documentary disclosure of unc_lassified
technical data during the course of a plant visit by forgjgn nationals provided the
document does not contain technical data as defined in 125.1  in excess of that released

Enclosure (2)
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orally or visually during the visit, is within the terms of the approved visit request, and
the person in the United States assures that the technical data will-not be used, adapted
for use, or disclosed to others for the purpose of manufacture or production without the
prior approval of the Department of State in accordance with Part 124 of this
subchapter.

"(3) No Department of State approval is required for the disclosure of oral and
visual classified information during the course of a plant visit by foreign nationals
provided the visit has been approved by the cognizant U.S. Defense agency and the
requirements of section V, paragraph (41(d)) of the Defense Industrial Security Manual
are met. "(See Section IIl, paragraph 3-101d. of the DOD Industrial Security Regulation
(DOD 5220.22-R) of 22 May 1984 which is equivalent to the citation from the Industrial
Security Manual.)

4 #The burden for obtaining appropriate U.S. Governmgnt approval for the publication of
technical data falling within the definition in 125.1 , including such data as may be
developed under other than U.S. Government contract, is on the person or company
seeking publication.

5 "Not applicable to technical data relating to Category VI(d) and Category XVI.

6 vClassified information may also be transmitted in direct support of and within the
technical and/or product limitation of such verified U.S. Government approved projects
without prior Department of State approval provided the U.S. party so certifies and
complies with the requirements of the Department of Defense Industrial Security Manual
relating to the transmission of such classified information (and any other requirements of
cognizant U.S. Government departments or agencies).

7 "Classified information may also be exported to such certified American citizen
employees without prior Department of State approval provided the U.S. party complies
with the requirements of the Department of Defense Industrial Security Manual relating
to the transmission of such classified information (and any other requirements of
cognizant US. Government departments or agencies). Such technical data or
information (classified or unclassified) shall not be released by oral, visual, or
documentary means to any foreign person.

Enclosure (2)
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+ 126.1 Prohibited shipments to or from certain countries.

"(a) General. It is the policy of the United States to deny licenses and other approvals
with respect to defense articles and defense services destined for or originating in
certain countries or areas. This policy also applies to exports to and imports from these
countries or areas. This policy applies to Albania, Bulgaria, Cuba, Czechoslovakia, East
Germany, Estonia, Hungary, Kampuchea, Latvia, Lithuania, North Korea, Outer
Mongolia, Poland, Rumania, the Soviet Union and Vietnam. This policy also applies to
countries or areas with respect to which the United States maintains an arms embargo or
whenever an export would not otherwise be in furtherance of world peace and the
security and foreign policy of the United States. The exemptions provided in the
regulations in this subchapter, except 123.17 of this subchapter, do not apply with
respect to exports to or originating in any of such proscribed countries or areas.

"(b) Shipments. A defense article licensed for export under this subchapter may not be
shipped on a vessel, aircraft or other means of conveyance which is owned or operated
by, or leased to or from, any of the proscribed countries or areas."

=+ 125.1 Exports subject to this Part.

"(a) The export controis of this Part apply to the export of technical data and the
export of classified defense articles. Information which is in the "public domain" (see
120.18) is not subject to the controls of this subchapter.

"(b) A license for the export of technical data and the exemptions in 125.4 may be
used for foreign production purposes or for technical assistance unless the approval of
the Department of State has béen obtained. $ygh approval is generally provided only
pursuant to the procedures specified in Part 124 of this subchapter.

"(c) Technical data authorized for export may not be diverted or transferred from the
country of ultimate end-use (as designated in the license or approval for export) or
disclosed to a national of another country without the prior written approval of the
Department of State.

"(d) The export controls of this Part apply to the exports referred to in paragraph (a)
of this section regardless of whether the person who intends to export the technical data
produces or manufactures defense articles if the technical data is determined by the
Office of Munitions Control to be subject to the controls of this subchapter.

"(e) The provisions of this subchapter do not apply to technical data related to articles
in Category Vi(e) and Category XVI. The export of such data is controlied by the
Department of Energy and the Nuclear Regulatory Commission pursuant to the Atomie
Energy Act of 1954, as amended, and the Nuclear Non-Proliferation Act of 1978."

Enclosure (2)
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Act {22 US.C. £r78(¢e)) for canfidentis]
weatment of information provided 10 the
Depertmen! of 81210 mus! be mode by
Jetter to the Ofice of Munitiens Centrol.

% fonswel end daposiion of

&)Ah;:hnlldh-%d
licenss &
eivne rticles Geperibed i the lcwnse

1
&
i
i

e
i
'+
i

Unused. oxpired, expended.
-lp)mlod.cnvd-dumn-mh
:1mhudhulylohblnml

e

(s) The recipient of an export icenes
must deposlt the license with the district
“director of customs st the of exit

the port of exit.

5] Before any sxport sccurs, the
district director of cestoms 8t the port of
oxit musi suthenticsts the shipper’s
sxport declaretion. and endores the

. otcurns
{c) An exporier must aleo Rlle @
shipper’s sxport declarstion with district
direciors of custome er postmasisrs in
those cases In which 20 export license Is
sequired becouss of an sxemplion in this

§
¥
|

spon completion
or the date thet the Mosase
expires, sccurs first.

$133.57 Temperary eperte.

{0) ff dafense articies are to be sent
abroed for brief periods and returned to
the United Siates in the same condition,

the licenees. in the esee of & militery
aircraft o vesesl, the sndorved kicense
must be carried on board such vesse! or
alrcreft a8 evidence thet 1 has been
duly authorized by the rtment of
Suate to leave the Unlted Siates
tamporerily.

*
PART 124~MANUFACTURING
LICENSE AGREEMENTS, TECHNICAL
ABSISTANCE AGREEMENTS, AND
OTHER DEFENSE SERVICES

[ 3

1) Mesufecturing Uconse agreements and
tochnical aseisiance agresments.

1502 Bxompticns for raining and miditsry

2363 Bxperw of techaics) dote In
furtherance of sa 3

1004 Depesitof sighed agrosmints whi the
Of\ce of Muaitions Contrel. -

143 Proposed agreements which are
esncheded.

145 Terminstien of manufacturing icenes
agresmenis ond technical assistonce
agresments.

[ ]

4047 Required nformation sad cb L 3

1048 Infermation roquired in ol

8 s et
mar By

e 1 v Y

b Lo
1010 Additiena) clavses required saly In
13411 Nen L ul:m"
1012 Reguired mformation in leters of
Genemitial

13133 Procurement by Uniwed Sute
, hl-;u {olishare
1.34. Expors 4 werchouses or
peints outside the United
Sistes.

unﬁ:.mmuun%nm
QML ULC 30

194,17 Senvtectrtng Bosnse agreementy
Al toshnies! 00iotante sgresments.
B)M‘l‘hu of he
of Munitions Control muest be
abtatned before the defense services
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descrided in § 130.8(a) of this
subchapter may be furnished. In erder o
cbulnoudnmnl.lhulm

agreements are
83 sither “Manulacturing license
apreements” or “wochnica! sssistance
agreemanis” as defined in | 120.34 and
§ 130,20, and may »et enter into force
without the prio? writien g al of the
Office of Munitions Contral Once
.”m::. the u:c!cnu services
descrided (n the sgreements may
mﬂy be provided wilbou! further
E353 6K2) Toe requiremeis of i
128.4(bK2). to of
section apply whether or not udainl
dats s 10 be disclosed or used (o the
performance of the delense services
described in §120.8(s) (.5~ ol the
fnformation relied upon by the US.
person in performing the defense sarvice
s (n the public domain or is otherwise
exempt from the Licensing requirsmants
of this subchapter pursuant to $128.4).
This requirement also spplies to the
treining of foreign mililary forces. both
reguler and trreguler, o the wee of
defenar anticles. Technical assistance
agreements must be submitied in such
cases. {lo exceptions! cases. the Office
of Munitions Control. wpon writien
request. will consider approving the
provision of delense services described
0 §120.8(s) by granting s license under
Part 125 Also, see 11208 for the
requirements Jor prior approval of
proposals releting to significant militery
oguipment)
(b} Amendments.
amendments, including exiensions. S0
rcunu subject to the requirements
this part mus! also be submitted for
approval. The amendments may also not
enter into force entil spproved by the
Oflice of Munitions Control.
Amendments which oaly alter delivery
or performance schedules. or other
minor sdministrative amendments
which do oot affect in sny manner the
durstion of the agreement or the clauses
or information which must be included
= such agreements because of the
requirements of this part do pot have to
be subsitted for approval Oune copy of
sll such minor amendments must be
subamitied to the Office of Munitions
Control withio thirty days afier they e
csncluded.

§ 1242 Czemplions fur tretning and
altery -n-.

07 !
are not uquind low thc provmm of
training only in the basic operation and
maintenance of defense articles lawfully

“nclosure (2}

axported or authorised for axport to the
same

information must be provided within 80

recipient.
(b} Services performed 00 o b
of the regular military forces of s foreign
mstion by US. persons who have been
drafied into such forces are nol deemad

upduuuaumm
pply only Uf the o vll
dthom“oluumman

oblained for the agreement to be
emc)ludcf {with or without any

10 be defenss services for purp of

¥ r

f1ms s v Aochuring
1 1943 Exports of lochnicel dote v Scense syreements ang teehniesl
Artherance of an sgresment. Sasistance agresments.
(.] Uncloss lfied wechnica! dota. 1\- Unlted luhl party s
District direciors of customs er postal [ ring U or a techaics!

suthorities may permil the

without ¢ license of anclassified
technical dets if the export is I
furtheranoe of & manufacturing Uicense
or technical assistance agreement which
has been approved in writing by the
Office of Munitions Control. The export
fs ot avthorized without a Hcenee #f it
sxceeds the scope or Limilstions of the
relevant agreement The US. p-ny ©
the agrevment must certify that the

sxport does not excred the scope of the
agreement and any limitations impoeed
pursuant o this Part The epproval of
the Office of Munitions Conurol smust be
obtained for the export of any
wnclassified lechnical date which mey

_exceed the terme of the agreement.

(b} Classified technice! dato. The
export of classifled information In
furthemance of an epproved
manufacturing license or lechnical
sssistance agreemen! which provides for
the tranamittsl of clsssified information
does not require further approval from
the Office of Munitions Control when:

{1) The United States party certifies to
the Departmnent of Defense transmitial
suthority that the classified information
does 0ol exceed the technical or uct
Hmitations tn the agreement

astistance agreement must inform the
Office of Munitions Control in writing of
the impending lerminstion of the
agreemeni not less than 30 days prior o
the explrstion date of such agreement.

Frecshaes

§ T84T Mequired irformation end chawese
£ progosed sgreements.

In order 1o be approved. all proposed
nanuhcturtn‘ license agreements and
must
sontain mh informe ion and clauses.
The information required is specified n
§ 1245 The Ink tion required should
be providad in lerme wlndlmu
precise as possible. The clauses which
must be included in both manufacturing

agreements and technical

@ssisiance agreaments are stated in
§ 1249 The sdditional clauses which
must be staled in manufaciuring License
sgpreements only are specified in
§ 124.10. If the United States party
believes that a clause or some required
formation is not relevent or pecessary
in a particuler agresment. the Office of
Munlhou Cmnl | may suthorize the

of the Uon or clause.
The transmuttal letter accompanying the
agreement (see § 124. 13) must ptate the

(2) The United States Juny
with the requirements Drpcmnenl
of Defense Industria) Security Manual
concerning the transmission of classified
fmformsation. and any other requireranis
of cognizant US. departments ov
agencies.

§ 1248 Deposit of m( agreements sRh
e OfMos of Munitions Centret.

The United Statas party o8
manufacturing license or a technical
sssistance agreemveni must flle one copy
of tbe concluded agreement with the
Office of Munitions Cootrol mot leter
than 30 deys afier it enters into foroe.

§ 1248 Proposed agreements whivh wre
! conciuded.

The United States o any
proposed manufacturing license
agreement or technical seslslant
agreemen! mus! inform the Office of
Munitions Control if @ decision is made
pot to conclude the agrecmant. The

for any proposed variation in
the required information or statements.

§ T8  Information required in of
agreementa. :

The following information must be
included in all manufacturing licsnse
w.. 1, ‘N’ Y i ‘ i
agreements:

{s) The agreement must describe the
equipment and technology invoived.
They uhou!d be described by military

oderal

. contract ber, F
stock number, nameplaie dats. or other
specific information:

() The agreement must describe the
assistance and information to be
furnished and the manufscturing rights
0 be grented. If any:

{¢) The dunation of the proposed
agreement must be specified: and

{3) The sgreement muet specifically
identify the countries or sreas tn which
Dazcufr cturing. pruduction, processing.
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sale or otber form of transfer s 10 be
licensed.

1249 Clauses roquired bowh in
tochnicel sasistance sgrsements.

The following statements must be
ncluded both in m: : cluring b

hereby licensed and o private entities
sceking 10 procure the licensed article
pursuant 10 s contract with any such
government unless the prior writien
roval of the US. Covernment is
Lained.”
(2) "1t is agreed the! sales by licensee

agr and io

te:

{a) “This agreement shall not enter
into force. and shal! not be amended or
extended. without the prior written
spproval of the Department of Siate of
the U.S. Covernment.™

() “This agreement is subject to all
United States laws and regulations
relating to exports and 1o sll
administrative acts of the US.
Government pursuant to such lews and
regulations.”

() “The parties to this agreement
agree thet the obligations conlsined in
this agreement shall not affect the
rrfom-nu of any obligstions crested

y priot contracts or subcontracts which
the parties may have individually or
oollectively with ibe U.8. Government.”

{8) "No liability will be incurred by or
sttributed to the US. Gover~men! in
connection with any possible
infringement of privetely owned patent
or proprielary rights. sither domaestic or
foreign. by reason of the US.
Goverrunent‘s approval of this
agreement.”

() “The technical dats or defense
service exported from the United States
tn furtherance of this agreement and any
defense article which may be produced
or manulsctured from such lechnical
data or defense service may not be
transferred o 8 person in & third
country ot (o & nations] of a third
oountry except as specifically
suthorized in this agreement unless the
E’or writien approval of the

pariment of State has been oblained.”

(1) “All provisions in this agreement
which refer to the United States
Covernment and the Department of
State will remain binding on the parties

or its subli under contracts made
through the U.$. Government will not
tnclude efther charges for patent rights
in which the US. Government [
royalty-free license, or charges for dats
which the US. Government has a right
to uwse and disclose 10 others. which are
tn the public domain. or which the US.
Covernmnent bas scquired or s entiled
10 acquire without restrictions wpon
their use and disclosure 10 others.”

(3) "I the US. Government is
obligated or becomes obligated to pay to
the licensor royalties. fees, or other
charges for the use of technical data or
petents which are involved in the
manufacture, use. or sale of any licensed
srticle. any royalties, fees or other
charges in connection with purchases of
ouch licensed srticle from Licensee or its
sublicensees with funds derived through
the US. Government mey not sxceed
the tota! amoun! the U.S. Government
would have been obligated to pay the
licensor directly.”

{4} “If the US. Covernment has made
Bnancisl or other contributions to the
design and development of any ki
article. any charges for technical
assistance or know-bow relating to the
item in connection with of
such srticles from Licensee or
sublicensees with funds derived through
thei'S goﬁm_{.mlribuﬁm. and
supject 1o the provisions of paragraphs
(s} (1) and (2) of this section. no other
voyslties. fees or other charges may be
assessed aguinst US Government
funded purchases of such srticle.
However, charges may be made for
ressonable reproduction. bandling.
mailing. or similar administrative costs
incident Lo the furishing of such data.”

(8] “The parties 10 this agreement

A

afier the B the agree that an annual report of sales or
I other transfers pursuant to this

§124.10  AdONiona! cleuses required ey agreement of the licensed articles.
In manutacturing Scense agr quantity. type. US. dollar value,

(a) Ci forall focturing r;rd-uer or recipient, shall be provided
I ag! fol) {opplicant or licenset) to the
dnnu’- must be‘ tncluded only in Depamml Sule.; This dnul‘alu muet
manufacturing license agreements: specify w! party is obligated to

1) "No export. sale, transfer. or other 'wvi?e the annual report. Such reports
ﬂmdhhmdnmdch smay be submitted either directly by the
au 10 sny country outside the Kcensee or indirectly the
territory wherein manufecture orsale fs  licensor, and may cover ca ror
berein licensed without the prior wiitten  fiscal years. Reparts sball be deemed
approval of the US. Covernment. Seles Epricl-ry information by the
or other transfers of the licensed article pariment of State and will aot be

shall be limited 1o governments of .
countries wherein manufacture or sale is

disclosed 10 unauthorized persons. (Gee
§ 128.30(b).}

~

8) “(Licensee) agrees o incorporste
the foliowing stetement as as integrel
provision of & contrect. invoice er ather
appropriate docurnent whenever the
Ncensed

wanaferred

Thene dities are sviherioed for
auport by the US. Covernment saly o

[ M saslinotion ar appr
-hb'niuy).m-:-lh-dd.
diverted. tranal treaschipped., or
otherwioss be disposed of in any other
asuntry. either in thetr original form or sfer
being » d [ 4
process into olher end-liems. srithout the

prior writies spprovel of the US. Department
of Beate.”

{b) Special clouse for agreemants
mloting to significant military
equipment. With respect fo an
agreemeni for the production of
?lﬁun( military equipment. the

lowing sdditiona! provisions musi be
included in the agreement:

{1) "A completed nontransier and wee
certificate (DSP-83) must be sebmitied
by the recipiest 10 the Department of
State of the United Stales before any
transier under this agreement may take
place.” .

{2} “The prior written approval of the
US. Government must be oblained
before entering (nto 8 comsmitment for
the transfer of the licensed article by
sale or otherwise 10 any person or
government outside of the approved
sales territory.”

0 2411 Sor ster and use

A nontransfer and wee certificate
{Form DSP-83) (see § 123.10) signed by
the foreign party to s manufacturing
license agreement or lechnical )
assistance agreemaent is required 80 &
condition (o the approval of any such
agreement which relates 10 significant
military equipment. classified articles or
classified technical data. The Oflice ol
Munitions Control may at its option
sequire that this certificale or 8
comparable underiaking be provided
belore approving any nt the!
@does not relate (o significant military
squipment. Tbe Office of Munitions
Control may also require as a condition:
o the approva! of the agreemant that an
sppropriate suthority to the forsign
perty's g slso execute the
certificate, or that the foreign
government

ings compsreble 1o those
contsined in the Form DSP-83 (eg. o8
diplomstic pote). Agreements involving
classified articles or classified technica!
dsta must be sccompanied by 8
montransfer and use certificate signed
by an suthorized representative of the
foreign government concerned. This

=nclosure
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uirement may be waived by the
Office of Munitions Contro! if the
foreign party is a foreign government
writh which the Uniled Siates has o

§ 124.17  Roquired information in iotiers of
trarermitial

(s) An spplication for the approval of
@ manufacturing license er technical
essistance ment with & foreign
person must be accompenied by an
explanstory letier. The original letier
and seven copies of the lettar and sight
copies of the proposed sgreement shall
be submitted to the Offics of Munitions
Control. The explanatory letter shall
u,I'“)“A“ : )} { giving the 14

1) A siatemen applicant’s

Munitions Control registration aumber.

" 2)A mldcm';.m identl ing the
icensee an scope agreement
(3) A statement identi| the US.

Govermnment contract which the

equipment or technical dats was
gensrated. improved. or developed and
supplied to the US. Covernment. and
whether the equipment or technics! dats
wat derived from eny bid or ether
proposs! to the U.S. Covernment.

{4) A statement giving the mllitary
security classification of the squipment
or technica) data.

(8] A atatement identifying any pstent
spplication which discloses any of the
subject mstter of the equipment or
technica! dete covered by an invention
secrecy order issued by the US. Petant
and Trademsrk Office.

(6) A statement of the actual or
estimated value of the L If the
value exceeds 8250.000. en additional
statement must be made regsrding the
payment of politica! contributions. fees
or commissions. pursuant 1o Part 130 of
this subchspter.

(b) The following statements must be
made in the letter of transmittal:

{1) “If the agreement is approved by
the Department of State. such spproval
will not be construed by fthe epplicent)
83 passing on the legelity of the
agreemant from the standpoint of
antitrust lsws or other applicable
statules. nor will (the epplicant)
construe the Department’s approval ss
constituting either spprovel or
disapproval of sny of the business terms
or conditions between the parties to the

ement.”

{2) “The fapplicant) will not permit
the proposad agreement to enter Into
force unti! it has been approved by the
Depariment of Stale.”

(3} “The fopplicant) will furnish the
Depariment of Stete with one copy of
the signed agr t (or dment

=nclosure (2)

within 30 days from the date thal the
agreemeni is concluded and will inform
the Department of its termination not
less than 30 days prior 10 sxpiration and
provide information en the conlinuation
of any foreign rights or the flow of
technica! dats 1o the foreign Ha
decision is made not lo ude the

L. the applicant will
:lnlam Department withia 80

yo"

Offshere Procurement and Warshousing
Agresments

§124.13  Prosurement by Unhed Sintes
peresna in foreign sountries (oflehere

Notwithstanding the other

a:m lu‘ the m: o;’ Muunna:'

trol may au means of 8
licanse ms‘-z) the export of
unclassified lechnical dats to foreign
persons for offsbore procurement of
defense articles. provided that:
‘Jl)meutn:iuwmhumlﬂ

'share procuremant limits delivery of
the defense articles to be produced only
0 the person in the United States or o
an agency of the US. Covernment: and

{b) The technical dets of US. origin to
be wsed in the foreign manufacture does
not disclose the detalils of the des!
developmant production or manuiacture
of defense articles; and

(c) The contract or purchase order
between the person in the United Susies
and the foreign perron:

(1) Limits the use of the technical dats
to the manufacture of the defense
srticles required by the contract or
purchase order only: and

(2) Prohibits the disclosurs of the dats
10 any other person excep! duly
qualified subcontractors within the
same country:

{3} Prohibits the spquisition of any
mu in the data by any foreign person:

{4) Provides that any subcontracts
between foreign persons in the approved
country for manufacture of equipment
for delivery uant to the contract or
n::lﬁonc d'rmcunmnull’t:: g and

tations o paragraph (€

(8} Requires the foreign person,
including subcontractors. lo destroy or
retumn 1o the person in the Uanlted Giates
all of the loe'l:.ual data exporied
pursuant to the contract or purchase
order upon fulfillment of their terma; and

(6) Requires delivary of the defense
articles mapufactured sbroad only to the
person in the Uniled Sistes or 1o an
agency of the US. Covernment; and

(d) reon in the United States
provides the Office of Munitions Coatrol
writh 8 copy of sach contract. purchase
order or subcontrect {or offshore
procurement at the time it is accepted.

Rach such contrsct, purchsse order or
subcontract musi clearly identify the
article 1o be produced and must identifly
the license number or exemplion under
which the technical data was sxported:

ond

(o) Licenses fesued pursuant to this
axpirs sbore procurement is to
:undmhwhddnhdnyd

Hosnse.
¥ the technical dsta invoived in an
offshore procurement arrsi lis
otherwise exempt from the
requirements pursuant 10 120.4 or 128 8.
the DSP-$ referred (0 in the Aret
sentence of this section is not required.
Howevaer, the sxporier must comply
with the other requirements of this
saction.

§ 104,14  Exports 0 worchousss or
distrBution points outaide the United

(a) General. Agreements (s 3.
contrscis) between US. persons and
foreign p for the housing and
distribution of defense articles must be
spproved by the Office of Munitions
Control belore they enter into fores.
Such agreements will be limited 0
unclessified defense articles and must
contein conditions for
distribution, end-use and reporting.
Licenses for exports uan! to such
ageements must be obtained prior o
axports of Lhe defense articles (see

123.7|

1137}

(b) Required Informotion. Proposed
warehousing and distribution
sgreemants (and amendments thereto)
shell be submitted to the Office of
Munitions Control for approval. The
following information must be included
In sll such agreements:

{1} A precise description of the
defenise articles involved. This shall
include when applicable the military
nomenclature, the Federal stock number,
sameplate dete. and any control
sumbers under which the defense
articles ware developed or procured by
the U.S. Government.

{2) A detailed statement of the lerms
and conditions under which the defense
articles will be exported and distributed;

(3) The duration of the proposed

ageement;

{4) Bpecific identificstion of the
country or countries that comprise the
distribution territory. Distribulion must
be specifically Limited to the
governments of such countries or 1o
privete entities seeking to procure
defense articles pursuant 1o & contrect
with 8 government wilhin the
distribution termitory. Consegquently, any
devistion from thus condition musi be
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lully explained and justified. A
nontransfer and wee certificate (DSP-83)
will be nquirtd to the same n!cnl
ired in li
§ 324.30(b).
(¢} Required Stotements. The
following stat (s must be included

- 5

These commodities ere nlhd-d for
oxport by the US Gonmt only 10
or appreved
-hlb-mﬂy} They may not be resold.
diveried. transierred. transshipped. or
otherwise be dlopoaed of in eny other
smuntry. atthet In thlv oﬂg\ul form or alwer
d through sn Inlermediate

tn sl warehousing and distribution
agreemenis:

(1) “This agreemant shall not enter
into force. and may not be amended or
extended. without the prior writien
approval of the Department of State of
US. Government.”

(2) “This agreement is subject 10 all
United Sates laws and reguletions
relsted to exports and 10 all
administrative acis of the United States
Government pursuant 10 such laws and
regulations.

{3) “The parties to this agreement
agree that the obligstions conteined in
this agreement shall not affect the
:trfonmnu of any obligations crested

y prior contracts or subcontracts which
the parties may have individually or
collectively with the US. Government.”

{4) "No lisbility will be incurred by or
attributed 1o the US Government in

ction with any poesibl
fafringement of privately owned patent
or propnetary nights. either domestic or
foreign by reason of the US.
Goverment's spproval of this
agreement.”

(8) "No export. sale. ransfer. or other
disposition of the defense srticles
covered by this agreement is suthorized
o any country outside the distribution
territory withou! the prior written
spproval of the Office of Munitions
Control of the U.S. Department of
Siate.”

{8) “The parties to this agreement
agree that an annual report of sales or
other transfers pursusnt o this
agreement of the licensed articles. by
quantity, type. US dollar value. and

urcheser or recipient shall be provided
:y {opplicont or licensee) 10 the
Depariment of Stste.” This clause must
specify which party is obligated w
provide the annual report. Such reports
may be submitied either directly by the
Licensee or indirecUy through the
licensor. and may cover calendar or
fiscal years Reports shall be deemed

process inte other end-ilems withou! the
'm« -rmqn approval of the US. Depariment

ldl T)anulmol Letters. Muul: for
approval of warehousing and
distribution ‘c-mmu with foreign

persons must be made by letter. The
mm.l letter and seven copies of the
letier and seven copies of the pvzond
agreement shall be submitied to the
Office of Munitions Control. The letter
shall contain:

(1) A statement giving the applicant’s
Munitions Conirol regisiretion number.

{2) A statement identifying the foreign
party 10 the agreement.

(3) A statement identifying the
defense articlet 10 be distributed under
the agreement.

{4} A statemrent identifying any US.
Governmeni contrect under which the
squipment may have been generated.
improved. developed or aupplied 10 the
US. Government. and whether the
ipmeni was derived from any bid or
:&(r proposal to the U.S. Government.

(5) A statement tha! no classified
defense articles or classified technical
dats are involved.

(8] A statement identifying sny patent
spplication which discloses any of the
subject matier of the equipment or
related technical data covered by an
invention secrecy order issued by the
U.S. Patent and Trademark Office.

{e) Required Clouses The following
statements must be made in the letter of
tansmittal

(1) “1f the agreement is approved by
the Department of State. such approval
will not be construed by (epplicant) as
;uim on the legslity of the agreement

m the standpoint of antitrust lews o1
other applicable statutes. nor will {the
applicont) construe the Depsrtment’s
approval as constituting elther approve!
or disapproval of any of the business
terms or conditions between the parties
o the 8 t.

m {applicont) will not permit

proprielary information hy the
Depariment of State and will pot be
disclosed to unsuthorized persona. (See
§128.30(b)}.

(?) “(Licensee) agrees to Incorporsie
the following ststement as an integra!
provision of s contract. invoice or other
sppropriate document whenever the
articles covered by this agreement are
s0ld or otherwise transferred:

d agreement (o enter into
Ioru untll it has been approved by the
Depariment of State.”

(3} “The (applicant) will furnish the
Depariment ofime with one copy of

%0 conclude the proposed agreement. the
{opplicont) will so inform the
Deparimeni -ltht_n 00 days.”

PARY 125~—LICENSES FOR THE
EXPORT OF TECHNICAL DATA AND
CLASSIFIED DEFENSE ARTICLES

[ 3

1251 Exporis subject 1o this Pun.

12 Eaporis of wnclassified technical dets
135.3 Exports of classified wchnical dats

and clessified defease articies.
Euamptions
1254 Eaempiions of prnera! spplicabllity

1233 Eaemptions for p plant visits
1288 Cenification requirements
Precedures
1287 Exporis of unclassified rechnice! date
1250 Exporte of classified techmeal dsts
snd classified delense articles
1230 Pling of licenses lor exports of
wnclassified technical data
13310 Filing of Losnses for exporis of
classified technical dats and clessified
defense articies
Awthorily: bection 30 Armus Export Conirol
Act 90 Stat 7o (2 USC 2r70) EO 11988
QR UEC B8

§ 1281 Exports sudject s this Pert.

{a} The sxport controls of this Part
apply to the export of technicel data and
the export of classified defense snicles.
Information which is in the “public
domain” [see § 120 18} is nol subject 1o
the controle of this subchapter.

(®) A license for the export of
technical data and the exemptions in
§ 125 4 may not be used for foreign
production purposes or for technical

-assistance uniess the approval of the

Depsrtment of State has been obtained
Such spprovs! is generally provided
only pursuant to the procedures
specified in Part 124 of this subchapter.

{c) Technical deta suthonzed for
export may not be diveried or
tranaferred [rom the country of ultimate
end-use (as designated in the license or
approvs! for expart) or disclosed to 8
salional of another country without the
prior written approva! of the
Depariment of State.

{d) The export controls of this Psrt
apply to the exports referred 1o in
paragraph (s) of this section regardiess
of whethe: the person who intands 1o
axport the technica! data produces or
menufactures defense articies if the
technical dets is determined by the
Office of Munitions Contro! to be
uE’e::! 1o the controls of this

the signed agreement (or
therelo) within 30 days from the date
that the agreement is concluded. and
will inform the Department of its
fermination not less than 30 days prior
o expirstion. If a decision is made not

{¢) The provisions of this subchapter
do not apply 10 technical dats releted 1o
articles in Calegory Vi(e) and Calegory
XV1 The export of such date is
controlled by the Depattment of Energ)
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DEFINITIONS 9 JUL 1965

Controlling Navy Command. The Navy command which has possession of technical data
subject to this instruction and from which a qualified U. S. contractor requests such data.

Critical Technology. Technologies that consist of (g) arrays of design and manufacturing
know-how (including technical data); (b) keystone manufacturing, inspection and test
equipment; (c) keystone materials ; and (d) goods accompanied by sophisticated
operation, application or maintenance know-how that would make a significant contri-
bution to the military potential of any country or combination of countries and that may
prove detrimental to the security of the United States (also referred to as militarily
critical technology).

Limited Rights. Limited Rights means rights to use, duplicate or disclose technical data,
in whole or in part, by cr for the Government, with the express limitation that such
technical data shall not, without the written permission of the party furnishing such
technical data, be (1) released or disclosed in whole or in part outside the Government,
(2) used in whole or in part by the Government for manufacture, or in the case of
computer software documentation, for reproduction of the computer software or (3) used
by a party other than the Government, except for:

a. Emergency repair or overhaul work only, by or for the Government, where the
item or process concerned is not otherwise reasonably available to enable timely
performance of the work, provided that the release or disclosure thereof outside the
Government shall be made subject to a prohibition against further use, release or
disclosure; or

b. Release to a foreign government, as the interest of the United States may
require, only for information or evaluation within such government or for emergency
repair or overhaul work by or for such government under the conditions of subparagraph
a above.

Originating Navy Command. The Navy command that sponsored or originated the work
that generated the technical data or received the technical data on behalf of the DON
and therefore has the responsibility for determining the distribution of a document
containing such technical data. In the case of joint sponsorship, the originating command
is determined by advance agreement.

Keystone equipment (including manufacturing, inspeetion or
test equipment) is the equipment specifically necessary for
the eifective application of a significant array of technical
information and know-how.

* Keystone materials are materials specifically necessary for
the effective application of a significant array of technical
information and know-how.
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Other Legitimate Business Purposes. Include:

a. Providing or seeking to provide equipment or technology to a foreign govern-
ment with the approval of the U. S. Government, i.e., through a licensed direct foreign
military sale.

b. Bidding, or preparing to bid, on a sale of surplus property.

c. Selling or producing products for the commercial domestic marketplace or for
the commercial foreign marketplace, providing that any required export license is
obtained.

d. Engaging in scientific research in a professional capacity.

e. Acting as a subcontractor to a concern described in subparagraphs a through d
above; or ‘

f. Selling technical data subject to this instruction in support of DOD contractors
or in support of the competitive process for DOD contractors, provided such sales are
limited solely to DOD contractors or potential DOD contractors who also are qualified U.
S. contractors and provided such technical data are related to the purpose for which the
qualified U. S. contractor is certified, or selling technical data to foreign contractors or
governments overseas after receiving the required export license or approval by the U. S.
Government.

Potential DOD Contractor. An individual or organization outside the Department of
Defense declared eligible for DOD information services by a sponsoring DOD activity on
the basis of participation in one of the following programs:

a. The Department of the Army Qualitative Requirements Information Program.

b. The Department of the Navy Industry Cooperative Research and Development
Program.

c. The Department of the Air Force Potential Contractor Program.
d. The DOD Scientific and Technical Information Program; or
"e. Any similar program in use by other DOD components.
Public Disclosure. Making technical data available without restricting its dissemination

Yor use. This is equivalent to foreign disclosure as no means to restrict access or further
dissemination is provided.

Qualified U. S. Contractor. A private individual or enterprise that has been certified by
the Defense Logistics Services Center (DLSC) to receive technical data subject to this
instruction in accordance with the provisions of DOD Directive 5230.25 of 6 November
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1984 (NOTAL). The certification of a U. S. contractor is evidenced by the presentation
by the U. S. contractor of a DD 2345 on which Block 7a has been checked and a certi-
fication number entered, and on which Block 8 has been completed by a DLSC official.

Restricted Rights Restricted Rights apply only to computer software, and include, as a
minimum, the right to:

a. Use computer software with the computer for which or with which it was
acquired, including use at any Government installation to which the computer may be
transferred by the Government;

. b. Use computer software with a backup computer if the computer for which or
with which it was acquired is inoperative;

c. Copy computer programs for safekeeping (archives) or backup purposes; and

d. Modify computer software, or combine it with other software, subject to the
provision that those portions of the derivative software incorporating restricted rights
software are subject to the same restricted rights.

And in addition, any other specific rights not inconsistent therewith listed or
described in a contract or described in a license or agreement made a part of a contract.

Technical Data with Military or Space Application or Technical Data. Any blueprints,
drawings, plans, instructions, computer software and documentation, or other technical
information that can be used or be adapted for use to design, engineer, produce,
manufacture, operate, repair, overhaul or reproduce any military or space equipment or
technology concerning such equipment.

United States. For the purpose of this instruction, the United States is the 50 States, the
District of Columbia, and the territories and possessions of the United States.

Unlimited Rights. Unlimited Rights means rights to use, duplicate or disclose technical

data or computer software in whole or in part, in any manner and for any purpose
whatsoever, and to have or permit others to do so.
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Sample Denial Letter for FOIA Requests

Dear Mr. Jones:

Thank you for your recent letter seeking .

Your request has been considered carefully under the provisions of the Freedom of
Information Act, 15 amended (5 US.C. 552), and the implementing Navy directive,
Secretary of the Navy Instruetion 5720.42C, Subj: Department of the Navy Freedom of
Information Act Program. .

Your request must be denied because the data you requested are unclassified
technical data related to critical technologies with military and space applications which
may not be exported lawfully without an approval, authorization or license under
Executive Order 12470 or the Arms Export Control Act. Such data are protected from
public disclosure pursuant to 10 US.C. Section 140c and, thus, are exempt from
mandatory disclosure under the FOIA pursuant to the third exemption (5 US.C.
552(bX3)). The third excmption of the FOIA permits withholding from public disclosure
information which is protected by statute.

Under the FOIA and the Navy's implementing regulation (32 C.F.R. Section 701.8)
you may appeal this determination in writing to the designee of the Secretary of the
Navy within 45 days of the date of this letter. Your appeal should be sent, with a copy of
this letter, to the General Counsel, Navy Department, Washington, D. C. 20360-5110. It
is recommended that you note "FREEDOM OF INFORMATION ACT APPEAL" on your
envelope.

The official(s) responsible for the denial of your request (is) (are):
(Name(s), title(s), activity(ies)
The data you requested may be, under some circumstances, provided to individuals
or companies certified as Qualified U. S. Contractors by the Department of Defense.

Attached for your information is a description of this program.

If you have any questions concerning this response, please contact y
telephone » who will be pleased to help you.

Sincerely,
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Information Sheet on Qualified U. S. Contractors,

By Department of Defense (DOD) Directive 5230.25 of 6 Nov 1984, a program was
established to allow a private individual or enterprise, called a Qualified U. S.
Contractor, to obtain export - controlled technical data under certain conditions. The
following definition of "Qualified U. S. Contractor" is extracted from that directive:

Qualified U. S. Contract_x_)_rll_ A private individual or enterprise (hereinafter
described as a "U. F. contractor") that, in accordance with procedures established by the
Under Secretary of Defense for Research and Engineering, certifies, as a condition of
obtaining export-controlled technical data subject to this Directive from the Department
of Defense, that:

a. The individual who will act as recipient of the export-controlled technical data
on behalf of the U. S. contractor is a U. S. citizen or a person admitted lawfully into the
United States for permanent residence and is located in the United States. ,

b. Such data are needed to bid or perform on a contract with the Departmex;& of
Defense, or other U. S. Government agency, or for other legitimate business purposes® in
which the U. S. contractor is engaged, or plans to engage. The purpose for which the
data are needed shall be described sufficiently in such certification to permit an
evaluation of whether subsequent requests for data are related properly to such business

purpose.

c. The U. S. contractor acknowledges its responsibilities under U. 5. export control
laws and regulations (including the obligation, under certain circumstances, to obtain an
export license prior to the release of technical data within the United States) and agrees
that it will not disseminate any export-controlled technical data subject to this Directive
in a manner that would violate applicable export control laws and regulations.

d. The U. S. contractor also agrees that, unless dissemination is permitted by this
Directive, it will not provide access to export-controlled technical data subject to this
Directive to persons other than its employees or persons acting on its behalf, without the
permission of the DOD component that provided the technical data.

1 Canadian contractors may be qualified in accordance with this Directive for technical
data that do not require a license for export to Canada under section 125.12 of the ITAR
and sections 379.4(d) and 379.5(e) of the EAR by submitting an equivalent certification to
the U. S. Department of Defense.

2 This does not require a contract with or a grant from the U. S. Government.
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e. To the best of its knowledge and belief, the U. S. contractor knows of no person
employed by it, or acting on its behalf, who will have access to such data, who is
debarred, suspended or otherwise ineligible from performing on U. S. Government
contracts; or has violated U. S. export control laws or a certification previously made to
the Department of Defense under the provisions of this Directive.

f. The U. S. contractor itself is not debarred, suspended or otherwise determined
ineligible by any agency of the U. S. Government to perform on U. S. Government
contracts, has not been convicted of export control law violations, and has not been
disquelified under the provisions of this Directive.

Private individuals or enterprises are certified as Qualified U. S. Contractors by the
Defense Logisties Services Center (DLSC) in Battle Creek, Michigan. Persons or
companies desiring certification as Qualified U. S. Contractors should submit to DLSC a
DD Form 2345 (sample copy attached). Copies of these Forms may be obtained from the
Navy Publications and Forms Center, 5801 Tabor Avenue, Philadelphia, Pennsylvania
19120-5099. Questions about this program or DD Form 2345 may be referred to DLSC.

Enclosure (5)



OPNAVINST 5510.161

29 JUL 1985

EXPORT - CONTROLLED DOD TECHNICAL

(READ PRIVACY ACY STATEMENT AND WSTRUCTIONS ON REVERSE BEFORE COMPLETION)
1. TYPE OF SUBMISSION (X one) I ]lNlTlAL SUBMISSION I IQESUIMISS’ON ' l REVIS.ON

FORM APPROVED
8 No 0704-0207
xp Date Dec 31 1985

DATA AGREEMENT

) S-YEARRENEWAL

2. MDIVIOUAL OR ENTERPRISE DATA (Referred 10 52 “qualifred U.S. CONTractor ™ upon acceptance of certrfication by the DoD)

& NAME

b ADDRESS (Street. Crty. State and 2ip Code)

c. NAME OF SUBSIDIARYDIVISION

d FSCMFSCNM/CAGE CODE

e PHONE NO

3. DATA RECPHNT

a. HKAME

b ADDRESS (Street, Crty, State and Z2ip Code)

¢. PHONE NO

d NTLE

4. DESCRIPTION OF RELEVANT BUSINESS ACTVITY

5. AS A CONDITION OF RECEVING EXPORT-CONTROLLED DOD TECHNICALD
a. The individusl named 1n Block 3, who will act as reciprent of the

ATA, THE INDIVIDUAL OR ENTERPRISE CEATIFIES THAT:

d NO access to export-controlied DOD technical data wilf de

export<controlied DoD technical data on behalt of the U.S. cor 1
8 US. cruizen or & person admitted lewfully into the United Stetes for
permanent resdence and s located i the United States

provided to penons other Than s em, . Of PETIONS Bcting on 1ty
behatl, uniess parmrtted by DoDD $230.25 or the DoD Component that
provided the technics| dats

b. Data requested under ths certificetion are nesded to bid or
perform On 8 cOMtract with the DOD, or other US Government agency.
or for other legrtimate busness Durposes i which the LS. contractor o
engaged, or plant to engage

e To the bent of m knowledge and belef, N0 person employed by
7. or acting 0n 13 behatt, who will have sccess to export-controlied DoD
technical dats, 5 debarred. suspended. of otherwae ingligible from
performing on U5 Government : or has d US enponrt

lad 1ot
v

b}

¢ Rack ol resp under US export control laws
and reg ding the oblg: under caran

{

I laws Or » certification previously made to the DoD under the
proviions of DODD $230.25

10 ODaIN 8N eXPOrt heanse PNOT to the relesse of wechnical data writhin
the Unrted Statss) and agrees that no sxpon-controlied DoD technics!
dots will be dmns thet would wolste applicadile

£ 1t 3 nOt debarred. sutpended. or otherwie determined inelgible
by any egency of the US Governmaent to perform on U.S. Government
contracts, has not been convicted of export controd law violations, ang

€XpON ONTTo! laws and regulations.

has not been dnqualified under the proviions of DoDD $230.25

6. CONTRACTOR CERTWMCATION

Title 18, Secvion 1001.)

1 cortity that the information snd certlications made by me are true, complete, Snd ALurate tO the bert of my knowiedge and behef and are made In
good farth | understand that & knowing and willful faise statement on tha form can be punshed by fine Or smprsonment or both. (See U.S. Code,

8. TYPED NAME (Lase, Farst, Mickie dvoel) [b. TITLE

c SIGNATURE d. DATE SIGNED

7. CERTIFICATION ACTION BY THE DEPARTMEINT OF DEFENSE (X one)

$0ts use. must be included with gach

quest for expor

8. CERTIFICATION ACCEPTED: Thas cartification number, along with & statement of wrtended
tled DOD technical data

NUMBER:

b RETURNED - Insuthicient mtormation:

¢ REJECTED - Does hot meet shigidiiny requirements of DoDD 5230.25.

8. DoD OF#ICIAL

a. TYPED NAME (Last, First, Mickile instial)

b SIGNATURE

¢ IME

¢ OATE SIGNED

DO Form 2345, DEC 84

(6)
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INSTRUCTIONS FOR COMPLETION OF DD FORM 2345

PRIVACY A TATEMENT
AUTHORITY: 10 USC. Section 140c, as added by PL 98-94, Section 1217, September 24, 1933, and
implemented by DoDD 5230.25, "Withholding of Unclassified Technical Data from Pubhic
Disciosure,” November 6, 1984 (32 CFR Part 250} .
PRINCIPAL PURPOSE: To identify individuais and enterprises eligible to receive export-controlied DoD technical
data.
ROUTINE USE: To support decisions regarding dissemination or withholding of export-controlled DoD
technical data. Information provided on this form describing your business may be
published from time 10 ime for the benefit of other “quaiified U $. contractors *
DISCLOSURE: Voluntary; however, failure to provide the information may result in a denial of sccess to

export-controlied DoD technical data.

Mail the original, completed copy of this form and any sttachments to:
Commander, Defense Logistics Services Center

ATTN: OLSC-FBA
Federal Center
Battle Creek, Michigan 45017-3084

SPECIFIC INSTRUCTIONS

1. Mark only one box Mark “RESUBMISSION® only if
your previous submission was returned or rejected by
the DoD. Mark “REVISION® (of a previously accepted
submussion) to show revised information, such as
addresses or business description. Mark “5-YEAR
RENEWAL® in response 10 a renewal notice from DoD.
When either the “REVISION® or "S-YEAR RENEWAL®
box is marked, enter your current Certification Number
in Block 7a. .,

and construct high-pressure, high-volume hydraulic
pumps for use in connection with aircraft control
surfaces; do not state simply “hydraulic pumps.®
Provide concise statements within the space provided.

S. if certifications Se and Sf cannot be made, provide
(on a separate sheet) a description of any extenuating
arcumstances that may give DoD sufficient reason to
accept your certification.

2. a. For #n individual, show full name (Last, First,
Middle initial). For an enterprise, show full name of
corporate parent; or institution.

b. Enter the mailing address of the individual or
enterprise making certification. if 8 P. O. Box 15 used
for mailing purposes, include street address as well.

¢. Each corporate subsidiary or division that is to
receive export-controlied DoD technical data must be
certified separately. If not applicable, so state.

d. Enter the Federal Supply Code for Manu-
facturers (FSCM] or Non-Manufacturers (FSCNM) or
Commercia! and Government Entity (CAGE) code
assigned to the individual or enterprise making the
certification. If none, so state. If 8 subsidiary or
division is certified, emter that organization’s code.

¢. Show telephone number of the certifying official
identified in Biock 6. Include the srea code.

6. if Block 2 identifies an individual, that individual
must sign. {f Biock 2 identifies an institution or &
corporate entity, a person who can legally obligate the
enterprise 1O d CONLraCt Must sign.

3. Show the name, address, phone number (iIrcluding
area code) and titie of the individual who will receive
export-controlled DoD technical dats and be
responsible for its further dissemination.

4. Describe the business activity of the entit
identified in Block 2 in sufficient detail for Do
Components to determine whether the export-
controlled DoD technical dats which you may request
from time to time are ;easonably related to your stated
business activity. For example, state that you design

7. Explanation of DoD Certification Action.

a. ACCEPTED. DoD has assigned the individual or
enterprise identified in Block 2 a Certification Number
which will identify the individual or enterprise as a
“qualified U.S. contractor’ as defined in DoDD
$230.25. The acceptance is valid for a period of five

ars from the acceptance date uniess sooner revoked
in accordance with DoDD 5230.25. If at any time »
qualified U. S. contractor is unable to adhere to the
conditions under which a certification was accepted by
DoD, the contractor’s certification is considered 10 be
void, and the contractor will either submit a revised
certification or surrender all export-controlied DoD
technical data obtained under this agreement to the
controlling DoD offices specified on the documents.

b. RETURNED. Your submission did not contain all
information required to process your certification,
Please review any comments provided with the
returned submission and resubmit in accordance with
the spplicable instructions.

¢. REJECTED. Reasons for rejection include, for
example, debarment, a business activity that does not
fall within the scope of DoDD 5230.25, or failure to
make all of the required certifications.

ABBREVIATIONS: "DoD" s Depariment of Defense and "DoDD* is Department of Defense Directive

DD Form 2345 Reverse, DEC 84

[\
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Sample Denial Letter to Qualified U. S. Contractors
(Requests Unrelated to Certification)

Dear Mr. Green:

Thank you for your recent letter for controlled unclassified technical data as a
Qualified U. S. Contractor. Unfortunately, your request must be denied pursuant to 10
U. S.C. 140c as implemented by DOD Directive 5230.25.

Your request has been considered carefully and from the information available to
us, we believe that the technical data you requested are unrelated to the purpose for
which you have been certified as a Qualified U. S. Contractor. Please provide us with
additional information sufficient to explain the intended use of the requested data.

You may request a new certification commensurate with the intended use of the
requested data from the Defense Logistics Services Center, Attn: DLSC-F, Federal
Center, Battle Creek, Michigan, 49016-3412, or you may appeal this denial to the
Director, Security Policy Division (Op-009P), Office of the Chief of Naval Operations,
Washington, D. C. 20350-2000.

If you elect to appeal, the appeal must be received by the Director, Seeurity Policy
Division (Op-009P) within 45 days from the date of this letter. It is recommended that
the letter of appeal and the envelope bear the notation, "Unclassified Technical Data
Request Appeal." A copy of this letter should be included with your appeal.

If you have any questions concerning this response, please contact '
telephone , who will be pleased to help you.
Sincerely,
Copy to:
CNO (Op-009P)
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NOTICE TO ACCOMPANY THE DISSEMINATION OF EXPORT-CONTROLLED
TECHNICAL DATA

1. Export of information contained herein, which includes, in some circumstances,
release to foreign nationals within the United States, without first obtaining approval or
license from the Department of State for items controlled by the International Traffic in
Arms Regulations (ITAR), or the Department of Commerce for items controlled by the
Export Administration Regulations (EAR), may constitute a violation of law.

2. Under 22 US.C 2778, the penalty for unlawful export of items or information
controlled under the ITAR is up to two years imprisonment, a fine of $100,000, or both.
Under 50 U.S.C., Appendix 2410, the penalty for unlawful export of items or information
controlled under the EAR is a fine of up to $1,000,000, or five times the value of the
exports, whichever is greater; or for an individual, imprisonment of up to 10 years, a fine
of up to $250,000, or both.

3. In accordance with your certification that establishes you as a "qualified U. S.
contractor,” unauthorized dissemination of this ifformation is prohibited and may resuit
in your disqualification as a qualified U. S. contractor, and may be considered in deter-
mining your eligibility for future contracts with the Department of Defense. A qualified
U. S. contractor desiring to disseminate technical data received from a Navy command in
a manner not expressly permitted, shall seek authority to do so from the originator of the
technical data. If the originator cannot be determined, the qualified U. S. contractor
shall request this authority from the Chief of Naval Operations (Op-009P), Washington,
D. C. 20350-2000. Unauthorized dissemination of technical data by a qualitied U. S.
contractor can take place by the publishing of articles in open literature, publishing
advertising or promotional materials, utilizing the technical data in conducting
educational and training courses, and by similar means whereby persons or entities not
authorized by the Department of the Navy to have access to the technical data can
obtain such access.

4. The U. S. Government assumes no liability for direct patent infringement or
contributory patent infringement or misuse of technical data.

5. The U. S. Government does not warrant the adequaey, accuracy, currency or
completeness of the technical data.

6. The U. S. Government assumes no liability for loss, damage or injury resulting
from manufacture or use for any purpose of any product, article, system, or material
involving reliance upon any or all technical data furnished in response to the request for
technical data.

7. If the technical data furnished by the Government will be used for commercial
manufacturing or other profit potential, a license for such use may be necessary. Any
payments made in support of the request for data do not include or involve any license
rights.

8. A copy of this notice shall be provided with any partial or complete reproduction
of these data that are provided to qualified U. S. contractors.

Enclosure (8)



OPNAVINST 5510.161
29 JUL 1985

Sample Denial Lefter to Qualified U. S. Contractors
(Requests Unrelated to DOD Support)

Dear Mr. Smith:

Thank you for your recent letter for controlled unclassified technical data as a
Quahfxed U. S. Contractor. Unfortunately, your request must be demed pursuant to 10
U. S.C. 140c as implemented by DOD Directive 5230.25.

Your request has been considered carefully and from the information available to
us, we have determined that the significance of the requested data for military purposes
is such that its release for purposes other than direct support of Department of the
Navy-approved activities may jeopardize an important technical or operational military
advantage of the United States.

You may appeal this denial of your request to

Director, Security Policy Division (Op-009P)
Office of the Chief of Naval Operations
Washington, D. C. 20350-2000

The appeal must be received in that office within 45 days from the date of this
letter. It is recommended that the letter of appeal and the envelope bear the notation,
"Unclassified Technical Data Request Appeal." A copy of this letter should accompany
your appeal.

If you have any questions concerning this response, please contact ’
telephone ~, who will be pleased to help you.

Sincerely,

Copy to:
CNO (Op-009P)

Enclosure (9)



OPNAVINST 5510161
29 JUL 1985

Sample Denial Letter to Persons not Qualified U. S. Contractors

Dear Mr. Brown:

Thank you for your recent letter seeking . Unfortunately,
your request must be denied because the requested information is controlled pursuant to
10 U. S. C. 140c as implemented by DOD Directive 5230.25.

Private individuals or enterprises can, in certain cases and if certified as Qualified
U. S. Contractors by the Department of Defense, receive controlled unclassified
technical data when such data relate to a legitimate business purpose for which the
certification is granted. Attached for your information is a sheet which describes the
Qualified U. S. Contractor certification process (see enclosure (5) for Information Sheet).

You may appeal this denial of your request to

Director, Security Policy Division (Op-009P)
Office of the Chief of Naval Operations
Washington, D. C. 20350-2000

The appeal must be received in that office within 45 days from the date of this
letter. It is recommended that the letter of appeal and the envelope bear the notation,
"Unclassified Technical Data Request Appeal”. A copy of this letter should accompany
your appeal.

If you have any questions concerning this response, please contact ’
telephone ~_, who will be pleased to help you.
Sincerely,
Copy to:
CNO (Op-009P)

Enelosure (10)



